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Abstract: Ciphertext-Policy Attribute-Based
Searchable Encryption (CP-ABSE) has become a
very good way to search for keywords safely in cloud
storage. It gives you fine-grained control over who
may access encrypted data. Even while CP-ABSE
systems have some good points, they have a lot of
problems to deal with, especially when it comes to
making sure forward security and safely removing
old data without using a trusted third party. To
address these problems, we provide a Puncturable
CP-ABSE (Pun-CP-ABSE) system that allows the
data owner to remove data unilaterally by puncturing
the trapdoor, assuring data destruction without cloud
connection.  This technique makes sure that the
erased data can't be accessed by the cloud server,
which is called forward security. We give formal
security proofs that show the Pun-CP-ABSE scheme
can withstand both Chosen-Plaintext Attacks (CPA)
and Chosen-Keyword Attacks (CKA). We also put
the plan into action to see how well it works and
show that it strikes a good balance between security
and computational overhead, making it a good way to
delete cloud data safely and on your own.

Index Terms— Internet of Things (loT), Cloud
Storage, Ciphertext-Policy Attribute-Based
Searchable Encryption (CP-ABSE), Puncturable
Encryption (PE), Secure Data Deletion, Forward
Security, Fine-Grained Access Control, Searchable
Encryption, Chosen-Plaintext Attack (CPA), Chosen
Keyword Attack (CKA).

1. INTRODUCTION

The rapid advancement and integration of Internet of
Things (1oT) technology have revolutionized several
domains, including smart healthcare, smart homes,
and intelligent transportation. These loT systems
generate vast volumes of data, which often exceed the
processing and storage capabilities of local devices.
To address this limitation, cloud-assisted loT
solutions have emerged, enabling IoT devices to
leverage cloud services for scalable storage and
computation. However, storing sensitive 10T data on
semi-trusted cloud platforms introduces severe
privacy and security challenges.

To safeguard data confidentiality, encryption-before-
outsourcing is commonly adopted. However,
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traditional encryption schemes hinder the ability to
search over encrypted data, making real-time data
access inefficient. Searchable Encryption (SE)
schemes address this issue by enabling keyword-
based search over ciphertext. Furthermore,
Ciphertext-Policy Attribute-Based Searchable
Encryption (CP-ABSE) extends SE by incorporating
fine-grained access control, allowing only authorized
users with matching attributes to search and decrypt
specific data.

Despite its merits, CP-ABSE still lacks mechanisms
for secure and independent data deletion. Sensitive
l0T data that is outdated or no longer needed must be
reliably erased from the cloud. Relying on the cloud
provider for deletion is insecure, as the provider
might retain or misuse the data. Therefore, this paper
introduces a novel Puncturable CP-ABSE (Pun-CP-
ABSE) scheme, which allows the data owner to
delete data by puncturing the trapdoor without
involving the cloud, thus ensuring forward security
and eliminating third-party reliance.

The proposed Pun-CP-ABSE scheme ensures secure
keyword search, fine-grained access control, and self-
managed data deletion in a cloud-assisted [0T
environment. The scheme is proven secure under
Chosen-Plaintext and Chosen-Keyword Attacks and
is demonstrated to be both efficient and practical
through implementation and simulation results.

2. LITERATURE SURVEY

a. Attribute-Based Searchable Encryption: A
Survey

Authors: Li Yan, Gaozhou Wang, Tian Yin, Peishun
Liu, Hongxin Feng, Wenbin Zhang, Hailin Hu,
Fading Pan

Year: 2024
Abstract:

As we enter the big data age, the amount and
complexity of data keep growing. This makes the
need for data privacy and security more important
than ever. But old-fashioned encryption approaches
can't keep up with the need for fast searches in big

JNAO Vol. 16, Issue. 1: 2025

information.  Searchable encryption uses trapdoor
functions and other cryptographic methods to let
users search through encrypted data without having
to decode the whole dataset. But searchable
encryption still doesn't work in the real world.
Researchers have therefore integrated attribute-based
encryption with searchable encryption, culminating in
attribute-based searchable encryption (ABSE). This
method tries to make searching by characteristics in
encrypted datasets more efficient. ABSE may be
used for a lot of different things, such protecting
privacy, exchanging data, and cloud computing. The
authors of this paper talk about the trends in
development, focussing on making things safer,
faster, and more adaptable. They also talk about the
linked schemes, give examples of common
application areas, and sum up the plans that other
scholars have suggested. Additionally, the
difficulties and future prospects of ABSE are
examined.

b.Too Many Options: A Survey of ABE Libraries
for Developers

Authors: Aintzane Mosteiro-Sanchez, Marc Barcelo,
Jasone Astorga, Aitor Urbieta

Year : 2022
Abstract:

Attribute-Based Encryption (ABE) is a basic
encryption method that lets you regulate who may
access encrypted data in a very specific way. ABE
has been extensively examined in academic circles;
yet, there is a deficiency of practical implementations
and tools available for developers. This study looks
at 11 ABE libraries and rates how well they work on
ARMvV6 and ARMVS platforms. The authors offer
benchmarks and examine the compromises between
security and efficiency inside these libraries. The
survey's goal is to help developers choose the best
ABE libraries for their apps by looking at things like
performance, security, and simplicity of use.

C. On the Feasibility of Attribute-Based
Encryption on Internet of Things Devices
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Authors: Moreno Ambrosin, Arman Anzanpour,
Mauro Conti, Tooska Dargahi, Sanaz Rahimi
Moosavi, Amir M. Rahmani, Pasi Liljeberg

Year: 2016
Abstract:

The Internet of Things (IoT) is emerging with the
pace of technology evolution, connecting people and
things through the Internet. 10T devices enable large-
scale data collection and sharing for a wide range of
applications. However, it is challenging to securely
manage interconnected 10T devices because the
collected data could contain sensitive personal
information. The authors believe that attribute-based
encryption (ABE) could be an effective cryptographic
tool for secure management of 10T devices. However,
little research has addressed ABE's actual feasibility
in the loT thus far. This article investigates such
feasibility considering well-known loT platforms—
specifically, Intel Galileo Gen 2, Intel Edison,
Raspberry Pi 1 Model B, and Raspberry Pi Zero. A
thorough evaluation confirms that adopting ABE in
the 10T is indeed feasible.

4. An Attribute-Based Searchable Encryption
Scheme for Non-Monotonic Access Structure

Authors: Mamta, Brij B. Gupta
Year:2020
Abstract:

Attribute-based encryption (ABE) is a widely used
technique with tremendous application in cloud
computing because it provides fine-grained access
control capability. Owing to this property, it is
emerging as a popular technique in the area of
searchable encryption where the fine-grained access
control is used to determine the search capabilities of
a user. But, in the searchable encryption schemes
developed using ABE, it is assumed that the access
structure is monotonic which contains AND, OR, and
threshold gates. Many ABE schemes have been
developed for non-monotonic access structure which
supports NOT gate, but this is the first attempt to
develop a searchable encryption scheme for the same.

JNAO Vol. 16, Issue. 1: 2025

The proposed scheme results in fast search and
generates secret key and search token of constant
size, and also the ciphertext components are quite
fewer than the number of attributes involved. The
proposed scheme is proven secure against chosen
keyword attack (CKA) in selective security model
under Decisional Bilinear Diffie-Hellman (DBDH)
assumption.

1GI1 Global

5.Anonymous Attribute-Based Searchable

Encryption for Smart Health System"*
Authors: Rajan Mehla, Ritu Garg

Year : 2024

Abstract:

The quality of healthcare is predicted to rise
dramatically with the advent of smart health. The key
role in making smart health a success is played by the
rise of cloud computing and the Internet of Things
(10T). However, issues with user privacy and the
security of sensitive data in the healthcare domain
make users vulnerable and reluctant to adopt these
advanced solutions for promoting better healthcare.
Attribute-based searchable encryption (ABSE) is a
popular method for achieving fine-grained search
control and has the ability to guarantee data security.
However, two problems exist with directly
implementing the conventional ABSE in the smart
health sector. First, the encrypted health records
contain sensitive health information that is visible as
the access policy is sent in plaintext to the third-party
cloud server. Additionally, it typically supports
limited attribute universes, which unnecessarily
restricts the deployments of such systems because the
number of its public parameters increases in a linear
fashion with the size of the attribute universe. This
paper addresses these two key issues by adding an
extra step for matching the attributes with an access
policy, and the number of public parameters is
invariable to the number of attributes present in the
attribute universe.

3. METHODOLOGY
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A. Proposed Work:

To overcome the limitations of existing CP-ABSE
schemes—particularly the lack of secure data
deletion—the proposed system introduces a novel
encryption framework called Puncturable Ciphertext-
Policy Attribute-Based Searchable Encryption (Pun-
CP-ABSE). This scheme combines Puncturable
Encryption (PE) with Ciphertext-Policy Attribute-
Based Encryption (CP-ABE) and enhances it with a
searchable encryption mechanism tailored for cloud-
based IoT data environments.

In this system, the data owner encrypts loT data using
CP-ABE under a defined access policy and assigns
searchable keywords. Two types of trapdoors are
generated:

e A general trapdoor for keyword-based
search under attribute-based access control.

e A puncturable trapdoor for secure
deletion, created from the PE secret key.

When data needs to be deleted, the owner performs a
puncturing operation on the trapdoor using specific
tags. As a result, any ciphertext associated with these
tags becomes unrecoverable, and the cloud server
loses the ability to search or retrieve the deleted data,
ensuring forward security.

This deletion process is self-managed, requires no
communication with the cloud, and guarantees that
removed data remains inaccessible even if stored
copies exist on the cloud. The scheme is designed to
be secure against both Chosen-Plaintext Attacks
(CPA) and Chosen Keyword Attacks (CKA) and is
validated through simulation to demonstrate its
efficiency and practicality.

B. System Architecture:

JNAO Vol. 16, Issue. 1: 2025

Architecture Diagram
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Fig 1 Proposed Architecture

The architecture of the Pun-CP-ABSE based system
is structured to securely manage, search, and delete
encrypted loT data stored in the cloud, while
enforcing fine-grained access control and ensuring
forward security. The system is divided into four key
components:

1. 10T Device Layer

loT devices collect real-time data from the
environment. Due to limited resources, raw data is
encrypted on the device or edge node using
Ciphertext-Policy Attribute-Based Encryption (CP-
ABE) and associated with searchable keywords. The
encrypted data and keyword indexes are then
uploaded to the cloud storage.

2. Cloud Storage Layer

The cloud server acts as a semi-honest entity that
stores encrypted data and corresponding indexes.
Upon receiving a trapdoor (search token), the cloud
matches it against the indexes. If the search attributes
satisfy the access policy and keyword match is found,
the corresponding ciphertext is returned to the user.
Notably, the cloud never decrypts or learns the
contents of the data or query.

3. User Access Layer
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Authorized users possess attribute-based private keys.
They can generate:

e A general trapdoor to search encrypted
data using keywords.

e A puncturable trapdoor to securely delete
specific data by removing its retrievability
based on tags.

Only users with the correct attribute set can generate
valid trapdoors and decrypt matching ciphertext.

4. Key Management System (KMS)

The KMS generates master keys and attribute-based
secret keys for encryption and decryption. It also
maintains policies for attributes and supports
puncturing operations to remove decryption/search
capability from selected tags, enabling secure data
deletion.

C. MODULES:

The system is divided into the following functional
modules to ensure secure storage, efficient search,
and fine-grained access control with secure deletion:

1. Data Collection and Encryption Module

e |oT devices collect real-time data from the
environment.

e The collected data is encrypted using CP-
ABE, where access policies are embedded
into the ciphertext.

e Keywords are associated with each data
piece and indexed before uploading.

2. Keyword Index Generation Module

e This module extracts relevant keywords
from loT data.

e It generates searchable indexes for each
encrypted data record.

JNAO Vol. 16, Issue. 1: 2025

e Keywords are associated with access
structures for secure query processing.

3. Trapdoor Generation Module
e  Generates two types of trapdoors:

o General Trapdoor for keyword-
based search.

o Puncturable Trapdoor for secure
deletion.

e  Uses user attributes and keys for generating
trapdoors securely.

4. Secure Search Module
e Receives the general trapdoor from the user.

e Cloud matches the trapdoor with keyword
indexes.

e If attributes match the access policy and
keyword matches, the ciphertext is returned.

5. Secure Deletion Module

e Uses the puncturing algorithm to invalidate
searchability of specific tags.

e  After puncturing, the trapdoor loses access
to ciphertexts containing that tag.

e Enables self-controlled, forward-secure data
deletion without cloud involvement.

6. Key Management and Attribute Control
Module

e Manages the master secret key and attribute-
based secret keys.

e Distributes decryption keys based on user
roles/attributes.
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e Handles revocation, key updates, and access Fig 2 login page
policy definitions.

Atribote Basod Seavchable Encryption With Farwaesd

4. EXPERIMENTAL RESULTS oo g - e g ot

To validate the practicality and security of the

proposed I?un—CP—ABSE scheme, a prototype ’__( -
implementation was developed and tested. The - .
evaluation focused on three primary aspects: search S R S R L S T SR
efficiency, trapdoor generation, and secure deletion T :
performance. ol [ S S Y
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The results demonstrate that the proposed scheme e
maintains efficient keyword search capabilities, even N Em o T mr T
when enforcing fine-grained access control policies. ESUEES
The trapdoor generation time remains consistent

across different attribute sets and keyword lengths, Fig 3 select cloud
ensuring a smooth user experience. The puncturable
trapdoor successfully revokes access to specific
encrypted data, achieving forward-secure data
deletion  without  requiring  cloud  server ‘ S1LIPPORT
communication.

Furthermore, the Pun-CP-ABSE system shows
resilience against Chosen-Plaintext Attacks (CPA)
and Chosen Keyword Attacks (CKA), confirming its .
robustness  through  formal  security  proofs. —
Simulations prove that computational overhead
introduced by integrating Puncturable Encryption is
minimal and acceptable for real-world cloud-loT
scenarios.

Cload Laoggn

Fig 4 cloud login

In conclusion, the experimental analysis confirms
that Pun-CP-ABSE strikes a balance between
security, flexibility, and performance, making it a
reliable solution for secure and self-managed loT data - gt
handling in cloud environments. ;= ~ -
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fig 5 cloud menu
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5. CONCLUSION

This work introduces the Pun-CP-ABSE scheme, a
secure and efficient searchable encryption framework
that integrates Puncturable Encryption (PE) with
Ciphertext-Policy Attribute-Based Encryption (CP-
ABE) to support forward-secure data deletion in
cloud-assisted 10T environments. The scheme ensures
fine-grained access control, allows secure keyword-
based search, and enables the data owner to delete
sensitive data without relying on the cloud provider
or any trusted third party. Experimental results
confirm that Pun-CP-ABSE is both practically
efficient and secure against CPA and CKA attacks,
making it a promising solution for privacy-preserving
10T data storage.

6. FUTURE SCOPE

Future work may focus on improving search speed
and scalability for very large datasets in real-time loT
applications.  Additionally, integrating machine
learning models to automate attribute assignment or
keyword  extraction could enhance  system
intelligence. Expanding the model to support multi-
owner data environments, dynamic policy updates,
and quantum-resistant encryption methods can
further increase its applicability and robustness in
evolving cloud-loT infrastructures.
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